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Abstract

The high costof IT operationshasled to anintensefo-
cus on the automationof processegor IT servicede-
livery. We take the hereticalposition that automation
doesnot necessarilyeducethe costof operationsince:
(1) additionaleffort is requiredto deploy and maintain
the automationinfrastructure;(2) usingthe automation
infrastructureequireshe developmenbf structuredn-
putsthathave up-frontcostsfor designimplementation,
andtestingthat are not requiredfor a manualprocess;
and (3) detectingandrecovering from errorsin an au-
tomatedprocesss considerablymore complicatedthan
for a manualprocess.Our studiesof several datacen-
ters suggestthat the up-front costs mentionedin (2)
are of particularconcernsincemary processehave a
limited lifetime (e.g.,25% of the packagegonstructed
for software distribution were installed on fewer than
15 seners). We describea process-baseahethodology
for analyzingthe bene ts and costsof automationand
hencefor determiningf automatiorwill indeedreduce
thecostof IT operationsOur analysisprovidesa quan-
titative framawork that captureseveraltraditionalrules
of thumb: that automatinga procesds bene cial if the
processasasufciently longlifetime, if it is relatively
easyto automatd(i.e., canreadilybegeneralizedrom a
manualprocess)andif thereis alargecostreduction(or
leverage)provided by eachautomatedexecutionof the
procescomparedo a manualinvocation.

1 Intr oduction

The cost of information technology (IT) operations
dwarfsthecostof hardwareandsoftware,oftenaccount-
ing for 50% to 80% of IT budgets[8, 4, 16]. IBM,
HP, andothershave announcedhitiativesto addresshis
problem. Heedingthe call in the 7th HotOSfor “futz-
free” systemsacademicshave tackledthe problemas
well, focusingin particularon error recovery andprob-
lem determination.All of theseinitiativeshave a com-
monmessagesalvationthroughautomation Thismes-
sagehasappealsinceautomationprovidesa way to re-
ducelabor costsand error ratesaswell asincreasethe
uniformity with which IT operationsareperformed.
After working with corporatecustomersservicede-
livery personnel and productdevelopmentgroups,we
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have cometo questionthe widely held belief that au-

tomationof IT systemslwaysreducegosts.In fact,our

claimis thatautomatiorcanincreasecostif it is applied
without a holistic view of the processesisedto deliver

IT services. This conclusionderives from the hidden
costsof automation,coststhat becomeapparentwvhen
automationis viewed holistically. While automation
may reducethe costof certainoperationalprocessest

increase®thercosts,suchasthosefor maintainingthe
automationinfrastructure adaptinginputsto structured
formatsrequiredby automation,and handlingautoma-
tion failures.Whentheseextra costsoutweighthe bene-
ts of automationwe have a situationdescribedy hu-

man factorsexpertsas an irony of automatior—a case
whereautomatiorintendedo reducecosthasironically

endedupincreasingt [1].

To preventtheseironiesof automationye musttake
aholistic view whenaddingautomatiorto anIT system.
This requiresa techniquefor methodicallyexposingthe
hiddencostsof automationandananalysisthatweighs
thesecostsagainstthe bene ts of automation. The ap-
proachproposedn this paperis basedon explicit rep-
resentationsf IT operationaprocesseandthechanges
to thoseprocessemducedby automation We illustrate
our process-baseapproachusinga runningexampleof
automatedsoftwaredistribution. We draw on datacol-
lectedfrom several real datacentersto helpilluminate
the impactof automationand the correspondingosts,
andto give an exampleof how a cost-bene tanalysis
canbe usedto determinewhenautomationshouldand
shouldnot be applied. Finally, we broaderour analysis
into ageneraldiscussiorof thetrade-ofs betweermman-
ual andautomatedprocesseandoffer guidanceon the
bestwaysto apply automation.

2 Hidden Costsof Automation

We beagin our discussiorof the hiddencostsof automa-
tion by laying out a methodicalapproachto exposing
them. Throughoutwe usesoftwaredistributionto sener
machinesas a running example sincethe properman-
agemenbf sener softwareis a critical partof operating
a datacenter Our discussiomappliesto software pack-
age managemenbn centrally-administeredollections
of desktopmachinesaswell. Software distribution in-
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Figure 1: Manual and automated processesor software distrib ution. Boxeswith heavy lines indicate processstepsthat

contributeto variable(pertarget) costs,asdescribedn Section3.

volves the selectionof software componentsand their
installationon targetmachines We usethe term“pack-
age”toreferto thecollectionof softwareresourceso in-
stall andthe step-by-sterocedurgprocesshpy which
thisis done.

Ourapproaclis basedntheexplicit representatioof
the processegollowed by systemadministrator§SAS).
Theseprocessemaybeformal, e.g. derivedfrom ITIL
bestpracticeq13], or informal, representinghe ad-hoc
methodsusedin practice.Regardles®of their sourcethe

rst stepis to documenthe processessthey exist be-
fore automation. Our approachaccomplisheshis with
“swim-lane” diagrams—annotate® wchartsthat allo-
cateprocessactiities acrosgoles(representedsrows)
and phases(representeds columns). Rolesare typi-
cally performedby people(andcanbe sharedor consol-
idated);we includeautomatiorasits own role to re ect
actiities that have beenhandedover to an automated
system.

Figure1(a) shavs the “swim-lane” representatiofor
the manualversion of our example software distribu-
tion process. In the datacenterswe studied,the SA
respondgo a requestto distribute software asfollows:

(1) the SA obtainsthe necessargoftwareresources(2)
for eachsener, the SA repeatedlydoesthe following—
(2a) checksprerequisitesuchas the operatingsystem
releasdevel, memoryrequirementsand dependencies
on otherpackages(2b) con guresthe installer which
requiresthatthe SA determinethe valuesof variouspa-
rameterssuchasthe sener's IP addressandfeaturego
be installed; and (2c) performsthe install, veri es the
result, and handleserror conditionsthat arise. While
Figurel(a)abstracthewaily to illustratesimilaritiesbe-
tweensoftwareinstalls, we underscorehat a particular
softwareinstall processhasmary stepsandchecksthat
typically make it quite differentfrom other seemingly
similar softwareinstalls (e.g.,which les arecopiedto
what directories,pre-requisitesandthe settingof con-
guration parameters).

Now supposethat we automatethe processin Fig-
ure 1(a) soasto reducethe work doneby the SA. That
is, in the normal case,the SA selectsa software pack-
age,andthe softwaredistribution infrastructurehandles
the otherpartsof the processo w in Figure1(a). Have
we simpli ed IT operations?

No. In fact, we may have madelT operationamore



complicated To understandavhy, weturnto ourprocess-
drivenanalysisandupdateour procesgliagranwith the
changesntroducedby the automation.In the software
distribution casethe rst updateis simple:we movethe
automategpartsof Figure1(a)from the SystemAdmin-
istratorrole to a nev Automationrole. But thatchange
is notthe only impactof theautomation.For onething,
theautomatiorinfrastructurds anothersoftwaresystem
that mustitself be installedand maintained. (For sim-
plicity, we assumethroughoutthat the automationin-
frastructurehasalreadybeeninstalled, but we do con-
sider the needfor periodic updatesand maintenance.)
Next, usingthe automatednfrastructurerequiresthat
information be provided in a structuredform. We use
thetermsoftwae padkageto referto thesestructuredn-
puts. Theseinputs aretypically expressedn a formal
structure which meanghattheir creationrequiresextra
effort for packagedesign,implementationandtesting.
Last,whenerrorsoccurin theautomateatase they hap-
penon amuchlargerscalethanfor a manualapproach,
andhenceadditionalprocesseandtoolsarerequiredto
recoverfrom them.

Theseother impacts manifestas additional process
changes, namely extra roles and extra operational
processet handletheadditionaltasksandactiitiesin-
ducedby the automation Figure1(b) illustratestheend
resultfor our softwaredistribution example.We seethat
theautomationthebottomrow) hasa o w almostiden-
tical to thatin Figure 1(a). However, additionalroles
areaddedfor careandfeedingof the automation.The
responsibilityof the SystemAdministratorbecomeghe
selectionof the software packagetheinvocationof the
automation,andrespondingo errorsthat arise. Since
packagesnustbe constructedaccordingto the require-
mentsof theautomationthereis a new role of Software
PackagerTheresponsibilityof the packagers to gener
alizewhatthe SystemAdministratordoesin the manual
processsothatit canbe automatedThereis alsoarole
for aninfrastructureMaintainerwhohandleperational
issuegelatedthe softwaredistribution system(e.g.,en-
suringthatdistribution agentsarerunningon endpoints)
andthe maintenancef theautomatiorinfrastructure.

From inspection,it is apparenthat the collection of
processem Figurel(b)is muchmorecomplicatedhan
the single processin Figure 1(a). Clearly, suchaddi-
tional compleity is unjusti ed if we areinstallingasin-
gle packagenasinglesener. This raiseshefollowing
guestion—atwhat point doesautomationstop adding
costandinsteadstartreducingcost?

3 To Automate or Not To Automate

To answerthis question,we rst characterizeactivities
within a procesdy whetherthey areusedfor setup(the
outerpartof aloop) or perinstancgtheinnerpartof the
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Figure 2: Cumulatie distribution of the numberof targets
(seners)onwhich a softwarepackages installedover its life-
time in several datacenters.A largernumberof packagesire
installedon only a smallnumberof targets.

loop). Boxeswith heavy outlinesin Figurel indicatethe

perinstanceactvities. Notethatin Figure1(b), mostof

the perinstanceactvities are doneby the automation.
We refer to the setupor up-front costsas xed costs

andthe perinstancecostasvariable costs

A rule-of-thumbfor answeringthe questionabove is
that automationis desirableif the variable cost of the
automatedprocessis smallerthan the variable cost of
themanualprocessButthisis wrong

Onereasonwhy this is wrong is that we cannotig-
nore x edcostsfor automatingprocessewith alimited
lifetime. IT operationshasmary examplesof suchlim-
ited lifetime processedndeed experiencewith trying to
captureprocessef “correlationrules” usedto respond
to events(e.g.,[10, 5]) hasshavn thatrules(andhence
processe}hangdrequentlybecaus®f changesn data
centerpoliciesandendpointcharacteristics.

Our running example of software distribution is an-
otherillustration of limited lifetime processesAs indi-
catedbefore,a softwarepackagelescribes procesdor
aspeci c install; it is only usefulaslong asthatinstall
and its target con guration remaincurrent. The x ed
costof building a packagamustbeamortizedacrosshe
numberof targetsto which it is distributedover its life-
time. Figure2 plotsthe cumulatie fraction of the num-
ber of tamgetsof a software packagebasedon datacol-
lectedfrom a several datacenters.We seethata large
fraction of the packagesredistributedto a smallnum-
ber of targets,with 25% of the packagegoingto fewer
thani15targetsovertheirlifetimes.

Thereis a secondreasonwhy the focus on variable
costsis not sufcient. It is becausethe focusis on
the variablecostsof successfutesults. By considering
the completeview of the automatedprocessesn Fig-
ure 1(b), we seethatmoresophisticatiorandpeopleare
requiredto addresserror recovery for automatedsoft-



waredistributionthanfor themanualprocessUsingthe
samedatafrom which Figure 2 is extracted,we deter
minedthat19%of therequestedhstallsresultin failure.
Furthermoreatleast7% of theinstallsfail dueto issues
relatedto con gurationof theautomatiorinfrastructure,
a consideratiorthat doesnot exist if a manualprocess
is used.This back-of-theervelopeanalysisunderscores
the importanceof consideringthe entire setof process
changeshatoccurwhenautomatioris deployed,partic-
ularly the extra operationalprocessesreatedto handle
automatiorfailures.It alsosuggestsheneedfor aquan-
titative modelto determinevhento automatea process.
Motivatedby our software distribution example,we
have developeda simpleversionof sucha model. Let
C7" bethe x ed costfor the manualprocessand C*
be its variable cost. We use N to denotelifetime of
the procesqe.g.,a packagas distributedto NV targets).
Then,thetotal costof the manualprocesss

™= OF+ NC

Similarly, thereare x edandvariablecostsfor theauto-

matedprocess.However, we obsene from Figure 1(a)

andFigurel(b)thatthe x edcostsof themanualprocess
areincludedin the x ed costof the automategrocess.
We useC’ to denotethe additional x ed costsrequired
by the automatedprocessandwe useC? to denotethe

variablecostof the automatedprocess.Then,thetotal

costof theautomategrocesss

Ct= O+ Cf + NC&

The costscanbeobtainedhroughbilling recordsaswe
have doneat IBM. N dependwn the packagedeing
distributedandthe con guration of potentialtargets.

We canmake somequalitative statementaboutthese
costs. In generalwe expectthatC}* > C¢; otherwise
thereis little pointin consideringautomation.Also, we
expectthatC]*  C¢ sincecarefuldesignandtesting
are requiredto build automation,which requiresper
forming the manualprocessone or more times. Sub-
stitutinginto the above equationsandsolvingfor N, we
can nd thecrosseer point whereautomatiorbecomes
economical Thatis, whereC® < C™.
_G
cr Oy

This inequality providesinsightsinto theimportance
of consideringwhento automatea process.IBM inter-
nal studiesof softwaredistribution have foundthat C'¢
canexceed100 hoursfor complex packagesOur intu-
ition basedon areview of thesedatais thatfor complex
installs,C}"* is in therangeof 10to 20 hours,andC? is
in therangeof 1 to 5 hours(mostly becausef errorre-
covery). Assumingthat salariesarethe samefor all the
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Figure 3: Preferenceregions for automatedand manual
processes. Automatedprocessesre preferredif thereis a
larger leveragefor automationand/or if thereis a smaller
(amortized)dif culty of generalizinghe manualprocedurdo
anautomategbrocedurgG=N ).

staf involved, thesenumbersndicatethatthereshould
beapproximatelys to 20 targetsfor automatedoftware
distribution to be costeffective. In termsof the datain
Figure2, thesenumberameanthatfrom 15%to 30% of
theinstallsshouldnot have beenautomated.

The foregoing cost modelscan be generalizedfur-
ther to obtaina broaderunderstandingf the trade-of
betweenmanualand automatecbrocessesin essence,
this is a trade-of betweerthe leverageprovided by au-
tomationversusthe dif culty of generalizinga manual
procesdo anautomategrocess.

Leveragel describeshefactorby whichthevariable
costsare reducedby using automation. Thatis, L =
A1

The generalizationdif culty G relatesto the chal-
lengesinvolvedwith designingimplementing andtest-
ing automatedversionsof manualprocesses.Quanti-
tatively, G is computedas the ratio betweenthe x ed
costof automationandthe variablecostof the manual
processG = g—; 1. Theintuition behindG is that,
to construcian aﬁtomateqbrocessit is necessaryo per
formthemanualprocessatleastonce.Any work beyond
thattestinvocationof themanualproceswill resultin a
largerG. Substitutingandsolving,we nd that

G 1

N1
We refer to G/N as the amortizeddif culty of gen-
eralizationsincethe generalizatiordif culty is spread
acrossN invocationsof theautomatecrocess.

Figure 3 plots G/N versusL. We seethatthe ver

tical axis (G/N) rangesfrom 1/N to 1 sinceG 1
andG  N. Thelatter constraintarisesbecausehere
is little pointin constructingautomatiorthatis G times
more costly than a manualprocessif the processwill
only beinvoked N < G times. The gure identi es re-



gionsin the (L, G/N) spacdn which manualandauto-
matedprocessearepreferred We seethatif automation
leveragds large,thenanautomategbrocesss costeffec-
tive even if amortizedgeneralizatiordif culty is close
to 1. Corversely if amortizedgeneralizatiordif culty
is small (closeto 1/N), thenan automatedorocessis
costeffectiveevenif automatiorieverages only slightly
morethanl. Last, having a longerprocesdifetime N
meansthat G/N is smallerand hencemakes an auto-
matedprocessnoredesirable.

This analysissuggestshreeapproacheso reducing
the costof IT operationsthroughautomation: reduce
the generalizatiordif culty G, increasethe automation
leverage L, and increasethe processlifetime N. In
the caseof softwaredistribution, the mosteffective ap-
proachesareto increaseN andto reduceG. We can
increaseN by makingthe IT ervironmentmore uni-
form in terms of the types of hardware and software
so that the samepackagecan be distributed to more
targets. However, two issuesarise. First, increasing
N hastherisk of increasingthe impactof automation
failures,causinga commensuratelecreasen L. Sec-
ond, attemptsto increasehomogeneitymay encounter
resistance—ignoring lessonlearnedfrom the transi-
tion from mainframego client-sener systemsn thelate
1980s,which wasin large part driven by the desireof
departmentso have more control over their computing
ervironmentsandhencea needfor greatediversity.

To reducecost by reducingG, one approachis to
adoptthe conceptof masscustomizationdevelopedin
the manuficturingindustry (e.g.,[9]). This meansde-
signingcomponentandprocessesoasto facilitatecus-
tomization.In termsof softwaredistribution, this might
mean developing re-usablecomponentsfor software
packages.It alsoimplies improving the reusability of
processomponents—foexampleby standardizinghe
manualstepsusedin software packageinstallations—
so that a given automationtechnologycan be directly
appliedto a broadersetof situations. This conceptof
mass-customizablautomatecrocescomponentsep-
resentanimportantareaof futureresearch.

Masscustomizatiorcanalsobe improvedat the sys-
tem level by having target systemsthat automatically
discovertheircon gurationparameterg¢e.g.,fromareg-
istry at a well known address).This would meanthat
mary differencesbetweenpackageswould be elimi-
nated,reducingG andpotentiallyleadingto consolida-
tion of packageversionsalsoincreasing\V.

4 RelatedWork

Theautomatiorof IT operationdhasbeena focusof at-
tentionfor the lasttwo decade$10], with on-goingde-
velopmentof new technologieg5, 19, 2] anddozensof
automationrelatedproductson the market [18]. More

recently therehasbeeninterestin processautomation
throughwork ow basedsolutions[6, 17, 14]. How-

ever, noneof theseefforts addresghe questionof when

automationreducescost. Therehasbeenconsiderable
interestin manufcturingin businesscasedor automa-
tion [12, 3, 7], and even an occasionalstudy that ad-

dressesutomatiorof IT operationg11, 15]. However,

theseeffortsonly considettheautomatiorinfrastructure,
not whethera particularprocesswith a limited lifetime

shouldbeautomated.

5 Next Steps

Oneareaof futurework is to explore a broaderangeof
IT processesoasto assesthegeneralityof theautoma-
tion analysisframeavork thatwe developedn thecontext
of software distribution. Candidateprocesseso study
includeincidentreportingandsener con guration. The
focusof thesestudieswill beto asses$a) whatautoma-
tionis possible(b) whatadditionalprocesseareneeded
to supporttheautomationand(c) the x edandvariable
costsassociatedvith usingautomationon an on-going
basis. Our currenthypothesidor (b) is that additional
processesre requiredfor (1) preparinginputs, (2) in-
voking andmonitoringthe automation(3) handlingau-
tomationfailures,and(4) maintainingheautomatiorin-
frastructure.A particularlyinterestingdirectionwill be
to understandf thereare ary commonpatternsto the
structureand cost of theseadditionalprocessescross
automatiordomains.

Thusfar, we have discussedvhat automationshould
be done. Anotherconsideratioris the adoptionof au-
tomation. Our beliefis that SAsrequirea level of trust
in theautomatiorbeforetheautomatiorwill beadopted.
Justaswith humanrelationshipstrustis gainedthrough
a history of successfuinteractions. However, creating
sucha historyis challengingbecausenary of thetech-
nologiesfor IT automationareimmature. As a result,
caremustbe takento provide incrementalevels of au-
tomationthat are relatively matureso that SA trustis
obtained. Onefurther consideratiorin gainingtrustin
automationis that automationcannotbe a “black box”
sincegainingtrustdependsn parton SAshaving aclear
understandingf how theautomationvorks.

Thehistoryof theautomobileprovidesinsightinto the
progressiorwe expectfor IT automation. In the early
twentiethcentury driving an automobilerequiredcon-
siderablemechanicaknowledgebecaus@f the needto
male frequentrepairs.However, todayautomobilesare
sufciently reliablesothatmostpeopleonly know that
automobilesoften needgasolineand occasionallyneed
oil. Fortheautomatiorof IT operationwe areatastage
similarto thatof the earlydaysof theautomobilein that
mostcomputeruseramustalsobe systemadministrators
(or have onecloseat hand).IT operationswill have ma-



tured when operationaldetailsneednot be surfacedto
endusers.

6 Conclusions

Recappingour position, we argue againstthe widely-
heldbeliefthatautomatioralwaysreduceshehighcosts
of IT operationsOur argumentrestson threepillars:

1. Introducingautomationcreatesextra processeso
deploy andmaintainthatautomationaswe saw in
comparingmanualandautomatedoftwaredistrib-
ution processes.

2. Automationrequiresstructuredinputs (e.g., pack-
agesfor a software distribution system)that in-
troducing extra up-front ( x ed) costsfor design,
implementation,and testing comparedto manual
processesThese x ed costsarea signi cant con-
siderationin IT operationssince mary processes
have a limited lifetime (e.g.,a software packagds
installedon only a limited numberof targets). In-
deed,our studiesof automatedsoftware distribu-
tion in several datacentersfound that 25% of the
softwarepackagesvereinstalledon fewer than15
seners.

3. Detectingandremoving errorsfrom an automated
processs considerablynore complicatecthanfor
a manualprocess. Our software distribution data
suggesthaterrorsin automatiorcanbefrequent—
19%of therequestedhstallsfailedin the datacen-
terswe studied.

Given theseconcerns,it becomesmuch less clear
when automationshould be applied. Indeed,in our
model-drivenanalysiof softwaredistributionin several
large datacenterswe found that 15-30%of automated
softwareinstallsmayhave beenlesscostlyif performed
Manually. GiventhatIT operationscostsdominatelT
spendingtoday it is essentiathatthe kind of process-
basedanalysiswe have demonstratedhere becomean
integral partof the decisionprocesdor investingin and
deploying IT automation. We encouragehe research
communityto focuseffort on developingtoolsandmore
sophisticatedechniquegor performingsuchanalyses.
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