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Abstract
Thehigh costof IT operationshasled to an intensefo-
cus on the automationof processesfor IT servicede-
livery. We take the hereticalposition that automation
doesnotnecessarilyreducethecostof operationssince:
(1) additionaleffort is requiredto deploy andmaintain
the automationinfrastructure;(2) usingthe automation
infrastructurerequiresthedevelopmentof structuredin-
putsthathaveup-frontcostsfor design,implementation,
and testingthat arenot requiredfor a manualprocess;
and(3) detectingandrecovering from errorsin an au-
tomatedprocessis considerablymorecomplicatedthan
for a manualprocess.Our studiesof several datacen-
ters suggestthat the up-front costsmentionedin (2)
are of particularconcernsincemany processeshave a
limited lifetime (e.g.,25% of the packagesconstructed
for software distribution were installedon fewer than
15 servers). We describea process-basedmethodology
for analyzingthe bene�ts andcostsof automation,and
hencefor determiningif automationwill indeedreduce
thecostof IT operations.Ouranalysisprovidesa quan-
titative framework thatcapturesseveral traditionalrules
of thumb: thatautomatinga processis bene�cial if the
processhasa suf�ciently long lifetime, if it is relatively
easyto automate(i.e.,canreadilybegeneralizedfrom a
manualprocess),andif thereis alargecostreduction(or
leverage)providedby eachautomatedexecutionof the
processcomparedto a manualinvocation.

1 Intr oduction
The cost of information technology (IT) operations
dwarfsthecostof hardwareandsoftware,oftenaccount-
ing for 50% to 80% of IT budgets[8, 4, 16]. IBM,
HP, andothershaveannouncedinitiativesto addressthis
problem. Heedingthe call in the 7th HotOSfor “futz-
free” systems,academicshave tackledthe problemas
well, focusingin particularon error recovery andprob-
lem determination.All of theseinitiativeshave a com-
monmessage:salvationthroughautomation. Thismes-
sagehasappealsinceautomationprovidesa way to re-
ducelabor costsanderror ratesaswell asincreasethe
uniformity with which IT operationsareperformed.

After working with corporatecustomers,servicede-
livery personnel,andproductdevelopmentgroups,we

have cometo questionthe widely held belief that au-
tomationof IT systemsalwaysreducescosts.In fact,our
claim is thatautomationcanincreasecostif it is applied
without a holistic view of theprocessesusedto deliver
IT services. This conclusionderives from the hidden
costsof automation,coststhat becomeapparentwhen
automationis viewed holistically. While automation
may reducethecostof certainoperationalprocesses,it
increasesothercosts,suchasthosefor maintainingthe
automationinfrastructure,adaptinginputsto structured
formatsrequiredby automation,andhandlingautoma-
tion failures.Whentheseextracostsoutweighthebene-
�ts of automation,we have a situationdescribedby hu-
manfactorsexpertsasan irony of automation—a case
whereautomationintendedto reducecosthasironically
endedup increasingit [1].

To preventtheseironiesof automation,we musttake
aholisticview whenaddingautomationto anIT system.
This requiresa techniquefor methodicallyexposingthe
hiddencostsof automation,andananalysisthatweighs
thesecostsagainstthe bene�ts of automation.The ap-
proachproposedin this paperis basedon explicit rep-
resentationsof IT operationalprocessesandthechanges
to thoseprocessesinducedby automation.We illustrate
our process-basedapproachusinga runningexampleof
automatedsoftwaredistribution. We draw on datacol-
lectedfrom several real datacentersto help illuminate
the impactof automationand the correspondingcosts,
and to give an exampleof how a cost-bene�tanalysis
canbe usedto determinewhenautomationshouldand
shouldnot beapplied.Finally, we broadenour analysis
into ageneraldiscussionof thetrade-offs betweenman-
ual andautomatedprocessesandoffer guidanceon the
bestwaysto applyautomation.

2 Hidden Costsof Automation
We begin our discussionof thehiddencostsof automa-
tion by laying out a methodicalapproachto exposing
them.Throughout,weusesoftwaredistributiontoserver
machinesasa runningexamplesincethe properman-
agementof serversoftwareis a critical partof operating
a datacenter. Our discussionappliesto softwarepack-
agemanagementon centrally-administeredcollections
of desktopmachinesaswell. Softwaredistribution in-
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Figure1: Manual and automated processesfor software distrib ution. Boxeswith heavy lines indicateprocessstepsthat
contributeto variable(per-target)costs,asdescribedin Section3.

volves the selectionof software componentsand their
installationon targetmachines.We usetheterm“pack-
age”to referto thecollectionof softwareresourcesto in-
stall andthestep-by-stepprocedure(process)by which
this is done.

Ourapproachis basedontheexplicit representationof
theprocessesfollowedby systemadministrators(SAs).
Theseprocessesmaybeformal, e.g. derivedfrom ITIL
bestpractices[13], or informal, representingthead-hoc
methodsusedin practice.Regardlessof theirsource,the
�rst stepis to documenttheprocessesasthey exist be-
fore automation.Our approachaccomplishesthis with
“swim-lane” diagrams—annotated�o wchartsthat allo-
cateprocessactivitiesacrossroles(representedasrows)
and phases(representedas columns). Rolesare typi-
cally performedby people(andcanbesharedor consol-
idated);we includeautomationasits own role to re�ect
activities that have beenhandedover to an automated
system.

Figure1(a)shows the“swim-lane” representationfor
the manualversion of our examplesoftware distribu-
tion process. In the datacenterswe studied,the SA
respondsto a requestto distribute softwareasfollows:

(1) theSA obtainsthenecessarysoftwareresources;(2)
for eachserver, theSA repeatedlydoesthefollowing—
(2a) checksprerequisitessuchas the operatingsystem
releaselevel, memoryrequirements,anddependencies
on otherpackages;(2b) con�gures the installer, which
requiresthattheSA determinethevaluesof variouspa-
rameterssuchastheserver's IP addressandfeaturesto
be installed; and (2c) performsthe install, veri�es the
result, and handleserror conditionsthat arise. While
Figure1(a)abstractsheavily to illustratesimilaritiesbe-
tweensoftwareinstalls,we underscorethata particular
softwareinstall processhasmany stepsandchecksthat
typically make it quite different from other seemingly
similar softwareinstalls(e.g.,which �les arecopiedto
what directories,pre-requisites,andthe settingof con-
�guration parameters).

Now supposethat we automatethe processin Fig-
ure1(a)soasto reducethework doneby theSA. That
is, in the normalcase,the SA selectsa softwarepack-
age,andthesoftwaredistribution infrastructurehandles
theotherpartsof theprocess�o w in Figure1(a). Have
we simpli�ed IT operations?

No. In fact, we may have madeIT operationsmore



complicated. To understandwhy, weturnto ourprocess-
drivenanalysis,andupdateourprocessdiagramwith the
changesintroducedby the automation.In the software
distributioncase,the�rst updateis simple:wemovethe
automatedpartsof Figure1(a)from theSystemAdmin-
istratorrole to a new Automationrole. But thatchange
is not theonly impactof theautomation.For onething,
theautomationinfrastructureis anothersoftwaresystem
that must itself be installedandmaintained. (For sim-
plicity, we assumethroughoutthat the automationin-
frastructurehasalreadybeeninstalled,but we do con-
sider the needfor periodic updatesand maintenance.)
Next, using the automatedinfrastructurerequiresthat
informationbe provided in a structuredform. We use
thetermsoftwarepackageto referto thesestructuredin-
puts. Theseinputsare typically expressedin a formal
structure,which meansthattheir creationrequiresextra
effort for packagedesign,implementation,andtesting.
Last,whenerrorsoccurin theautomatedcase,they hap-
penon a muchlargerscalethanfor a manualapproach,
andhenceadditionalprocessesandtoolsarerequiredto
recover from them.

Theseother impactsmanifestas additional process
changes, namely extra roles and extra operational
processesto handletheadditionaltasksandactivities in-
ducedby theautomation.Figure1(b) illustratestheend
resultfor oursoftwaredistributionexample.Weseethat
theautomation(thebottomrow) hasa �o w almostiden-
tical to that in Figure 1(a). However, additionalroles
areaddedfor careandfeedingof the automation.The
responsibilityof theSystemAdministratorbecomesthe
selectionof thesoftwarepackage,the invocationof the
automation,and respondingto errorsthat arise. Since
packagesmustbe constructedaccordingto therequire-
mentsof theautomation,thereis anew roleof Software
Packager. Theresponsibilityof thepackageris to gener-
alizewhattheSystemAdministratordoesin themanual
processsothat it canbeautomated.Thereis alsoa role
for anInfrastructureMaintainerwhohandlesoperational
issuesrelatedthesoftwaredistribution system(e.g.,en-
suringthatdistributionagentsarerunningonendpoints)
andthemaintenanceof theautomationinfrastructure.

From inspection,it is apparentthat the collectionof
processesin Figure1(b) is muchmorecomplicatedthan
the single processin Figure 1(a). Clearly, suchaddi-
tionalcomplexity is unjusti�ed if weareinstallingasin-
glepackageonasingleserver. This raisesthefollowing
question—atwhat point doesautomationstop adding
costandinsteadstartreducingcost?

3 To Automateor Not To Automate
To answerthis question,we �rst characterizeactivities
within a processby whetherthey areusedfor setup(the
outerpartof a loop)or per-instance(theinnerpartof the
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Figure 2: Cumulative distribution of the numberof targets
(servers)onwhichasoftwarepackageis installedover its life-
time in severaldatacenters.A largernumberof packagesare
installedononly a smallnumberof targets.

loop). Boxeswith heavy outlinesin Figure1 indicatethe
per-instanceactivities. Notethatin Figure1(b),mostof
the per-instanceactivities are doneby the automation.
We refer to the setupor up-front costsas �xed costs,
andtheper-instancecostasvariable costs.

A rule-of-thumbfor answeringthequestionabove is
that automationis desirableif the variablecost of the
automatedprocessis smallerthan the variablecost of
themanualprocess.But this is wrong.

One reasonwhy this is wrong is that we cannotig-
nore�x edcostsfor automatingprocesseswith a limited
lifetime. IT operationshasmany examplesof suchlim-
itedlifetimeprocesses.Indeed,experiencewith trying to
captureprocessesin “correlationrules” usedto respond
to events(e.g.,[10, 5]) hasshown that rules(andhence
processes)changefrequentlybecauseof changesin data
centerpoliciesandendpointcharacteristics.

Our runningexampleof software distribution is an-
otherillustrationof limited lifetime processes.As indi-
catedbefore,asoftwarepackagedescribesaprocessfor
a speci�c install; it is only usefulaslong asthat install
and its target con�guration remaincurrent. The �x ed
costof building a packagemustbeamortizedacrossthe
numberof targetsto which it is distributedover its life-
time. Figure2 plotsthecumulative fractionof thenum-
ber of targetsof a softwarepackagebasedon datacol-
lectedfrom a several datacenters.We seethat a large
fractionof thepackagesaredistributedto a smallnum-
berof targets,with 25%of thepackagesgoingto fewer
than15 targetsover their lifetimes.

Thereis a secondreasonwhy the focuson variable
costs is not suf�cient. It is becausethe focus is on
the variablecostsof successfulresults. By considering
the completeview of the automatedprocessesin Fig-
ure1(b),we seethatmoresophisticationandpeopleare
requiredto addresserror recovery for automatedsoft-



waredistribution thanfor themanualprocess.Usingthe
samedatafrom which Figure2 is extracted,we deter-
minedthat19%of therequestedinstallsresultin failure.
Furthermore,at least7%of theinstallsfail dueto issues
relatedto con�gurationof theautomationinfrastructure,
a considerationthat doesnot exist if a manualprocess
is used.This back-of-theenvelopeanalysisunderscores
the importanceof consideringthe entiresetof process
changesthatoccurwhenautomationis deployed,partic-
ularly theextra operationalprocessescreatedto handle
automationfailures.It alsosuggeststheneedfor aquan-
titativemodelto determinewhento automateaprocess.

Motivatedby our softwaredistribution example,we
have developeda simpleversionof sucha model. Let
Cm

f be the �x ed cost for the manualprocessand Cm
v

be its variablecost. We useN to denotelifetime of
theprocess(e.g.,a packageis distributedto N targets).
Then,thetotal costof themanualprocessis

Cm = Cm
f + NCm

v

Similarly, thereare�x edandvariablecostsfor theauto-
matedprocess.However, we observe from Figure1(a)
andFigure1(b)thatthe�x edcostsof themanualprocess
areincludedin the �x edcostof theautomatedprocess.
We useCa

f to denotetheadditional�x edcostsrequired
by theautomatedprocess,andwe useCa

v to denotethe
variablecostof the automatedprocess.Then,the total
costof theautomatedprocessis

Ca = Cm
f + Ca

f + NCa
v

Thecostscanbeobtainedthroughbilling records,aswe
have doneat IBM. N dependson the packagesbeing
distributedandthecon�gurationof potentialtargets.

We canmakesomequalitativestatementsaboutthese
costs. In general,we expectthatCm

v > Ca
v ; otherwise

thereis little point in consideringautomation.Also, we
expectthat Cm

v � Ca
f sincecarefuldesignandtesting

are requiredto build automation,which requiresper-
forming the manualprocessone or more times. Sub-
stitutinginto theaboveequationsandsolvingfor N, we
can�nd thecrossoverpoint whereautomationbecomes
economical.Thatis, whereCa < Cm.

N >
Ca

f

Cm
v � Ca

v

.

This inequalityprovidesinsightsinto the importance
of consideringwhento automatea process.IBM inter-
nal studiesof softwaredistribution have found that Ca

f

canexceed100hoursfor complex packages.Our intu-
ition basedon a review of thesedatais thatfor complex
installs,Cm

v is in therangeof 10 to 20hours,andCa
v is

in therangeof 1 to 5 hours(mostlybecauseof errorre-
covery). Assumingthatsalariesarethesamefor all the
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Figure 3: Preferenceregions for automatedand manual
processes.Automatedprocessesare preferredif there is a
larger leveragefor automationand/or if there is a smaller
(amortized)dif�culty of generalizingthemanualprocedureto
anautomatedprocedure(G=N ).

staff involved,thesenumbersindicatethat thereshould
beapproximately5 to 20 targetsfor automatedsoftware
distribution to be costeffective. In termsof thedatain
Figure2, thesenumbersmeanthatfrom 15%to 30%of
theinstallsshouldnothavebeenautomated.

The foregoing cost modelscan be generalizedfur-
ther to obtain a broaderunderstandingof the trade-off
betweenmanualandautomatedprocesses.In essence,
this is a trade-off betweenthe leverageprovidedby au-
tomationversusthe dif�culty of generalizinga manual
processto anautomatedprocess.

LeverageL describesthefactorby whichthevariable
costsare reducedby using automation. That is, L =
Cm

v
Ca

v
� 1.

The generalizationdif�culty G relatesto the chal-
lengesinvolvedwith designing,implementing,andtest-
ing automatedversionsof manualprocesses.Quanti-
tatively, G is computedas the ratio betweenthe �x ed
costof automationandthe variablecostof the manual
process:G =

Ca
f

Cm
v

� 1. The intuition behindG is that,
to constructanautomatedprocess,it is necessaryto per-
form themanualprocessatleastonce.Any work beyond
thattestinvocationof themanualprocesswill resultin a
largerG. Substitutingandsolving,we �nd that

G

N
= 1 �

1
L

We refer to G/N as the amortizeddif�culty of gen-
eralizationsincethe generalizationdif�culty is spread
acrossN invocationsof theautomatedprocess.

Figure3 plots G/N versusL. We seethat the ver-
tical axis (G/N ) rangesfrom 1/N to 1 sinceG � 1
andG � N . The latter constraintarisesbecausethere
is little point in constructingautomationthat is G times
more costly than a manualprocessif the processwill
only beinvokedN < G times.The�gure identi�es re-



gionsin the(L, G/N ) spacein which manualandauto-
matedprocessesarepreferred.Weseethatif automation
leverageis large,thenanautomatedprocessis costeffec-
tive even if amortizedgeneralizationdif�culty is close
to 1. Conversely, if amortizedgeneralizationdif�culty
is small (closeto 1/N ), then an automatedprocessis
costeffectiveevenif automationleverageis onlyslightly
morethan1. Last, having a longerprocesslifetime N
meansthat G/N is smallerandhencemakesan auto-
matedprocessmoredesirable.

This analysissuggeststhreeapproachesto reducing
the cost of IT operationsthroughautomation: reduce
thegeneralizationdif�culty G, increasetheautomation
leverageL, and increasethe processlifetime N . In
thecaseof softwaredistribution, themosteffective ap-
proachesare to increaseN and to reduceG. We can
increaseN by making the IT environmentmore uni-
form in terms of the types of hardware and software
so that the samepackagecan be distributed to more
targets. However, two issuesarise. First, increasing
N hasthe risk of increasingthe impactof automation
failures,causinga commensuratedecreasein L. Sec-
ond, attemptsto increasehomogeneitymay encounter
resistance—ignoringa lessonlearnedfrom the transi-
tion from mainframesto client-serversystemsin thelate
1980s,which was in large part driven by the desireof
departmentsto have morecontrol over their computing
environmentsandhencea needfor greaterdiversity.

To reducecost by reducingG, one approachis to
adoptthe conceptof masscustomizationdevelopedin
the manufacturingindustry (e.g., [9]). This meansde-
signingcomponentsandprocessessoasto facilitatecus-
tomization.In termsof softwaredistribution, this might
mean developing re-usablecomponentsfor software
packages.It also implies improving the reusabilityof
processcomponents—forexampleby standardizingthe
manualstepsusedin software packageinstallations—
so that a given automationtechnologycan be directly
appliedto a broadersetof situations. This conceptof
mass-customizableautomatedprocesscomponentsrep-
resentsanimportantareaof futureresearch.

Masscustomizationcanalsobe improvedat thesys-
tem level by having target systemsthat automatically
discovertheircon�gurationparameters(e.g.,from areg-
istry at a well known address).This would meanthat
many differencesbetweenpackageswould be elimi-
nated,reducingG andpotentiallyleadingto consolida-
tion of packageversions,alsoincreasingN .

4 RelatedWork
Theautomationof IT operationshasbeena focusof at-
tentionfor the last two decades[10], with on-goingde-
velopmentof new technologies[5, 19, 2] anddozensof
automationrelatedproductson the market [18]. More

recently, therehasbeeninterestin processautomation
through work�o w basedsolutions[6, 17, 14]. How-
ever, noneof theseefforts addressthequestionof when
automationreducescost. Therehasbeenconsiderable
interestin manufacturingin businesscasesfor automa-
tion [12, 3, 7], and even an occasionalstudy that ad-
dressesautomationof IT operations[11, 15]. However,
theseeffortsonlyconsidertheautomationinfrastructure,
not whethera particularprocesswith a limited lifetime
shouldbeautomated.

5 Next Steps
Oneareaof futurework is to explorea broaderrangeof
IT processessoasto assessthegeneralityof theautoma-
tion analysisframework thatwedevelopedin thecontext
of softwaredistribution. Candidateprocessesto study
includeincidentreportingandservercon�guration.The
focusof thesestudieswill beto assess(a)whatautoma-
tion is possible,(b)whatadditionalprocessesareneeded
to supporttheautomation,and(c) the�x edandvariable
costsassociatedwith usingautomationon an on-going
basis. Our currenthypothesisfor (b) is that additional
processesare requiredfor (1) preparinginputs, (2) in-
voking andmonitoringtheautomation,(3) handlingau-
tomationfailures,and(4)maintainingtheautomationin-
frastructure.A particularlyinterestingdirectionwill be
to understandif thereare any commonpatternsto the
structureand cost of theseadditionalprocessesacross
automationdomains.

Thusfar, we have discussedwhatautomationshould
be done. Anotherconsiderationis the adoptionof au-
tomation. Our belief is thatSAsrequirea level of trust
in theautomationbeforetheautomationwill beadopted.
Justaswith humanrelationships,trustis gainedthrough
a history of successfulinteractions.However, creating
sucha history is challengingbecausemany of thetech-
nologiesfor IT automationare immature. As a result,
caremustbe taken to provide incrementallevelsof au-
tomationthat are relatively matureso that SA trust is
obtained. Onefurther considerationin gainingtrust in
automationis that automationcannotbe a “black box”
sincegainingtrustdependsin partonSAshaving aclear
understandingof how theautomationworks.

Thehistoryof theautomobileprovidesinsightinto the
progressionwe expect for IT automation. In the early
twentiethcentury, driving an automobilerequiredcon-
siderablemechanicalknowledgebecauseof theneedto
make frequentrepairs.However, todayautomobilesare
suf�ciently reliableso thatmostpeopleonly know that
automobilesoften needgasolineandoccasionallyneed
oil. For theautomationof IT operation,weareatastage
similar to thatof theearlydaysof theautomobilein that
mostcomputerusersmustalsobesystemadministrators
(or haveonecloseat hand).IT operationswill havema-



turedwhenoperationaldetailsneednot be surfacedto
endusers.

6 Conclusions

Recappingour position, we argue againstthe widely-
heldbeliefthatautomationalwaysreducesthehighcosts
of IT operations.Ourargumentrestson threepillars:

1. Introducingautomationcreatesextra processesto
deploy andmaintainthatautomation,aswe saw in
comparingmanualandautomatedsoftwaredistrib-
utionprocesses.

2. Automationrequiresstructuredinputs(e.g.,pack-
agesfor a software distribution system)that in-
troducing extra up-front (�x ed) costsfor design,
implementation,and testingcomparedto manual
processes.These�x ed costsarea signi�cant con-
siderationin IT operationssincemany processes
have a limited lifetime (e.g.,a softwarepackageis
installedon only a limited numberof targets). In-
deed,our studiesof automatedsoftware distribu-
tion in several datacentersfound that 25% of the
softwarepackageswereinstalledon fewer than15
servers.

3. Detectingandremoving errorsfrom an automated
processis considerablymorecomplicatedthanfor
a manualprocess.Our software distribution data
suggestthaterrorsin automationcanbefrequent—
19%of therequestedinstallsfailedin thedatacen-
terswestudied.

Given theseconcerns,it becomesmuch less clear
when automationshould be applied. Indeed, in our
model-drivenanalysisof softwaredistribution in several
largedatacenters,we foundthat15–30%of automated
softwareinstallsmayhavebeenlesscostlyif performed
Manually. Given that IT operationscostsdominateIT
spendingtoday, it is essentialthat the kind of process-
basedanalysiswe have demonstratedherebecomean
integral partof thedecisionprocessfor investingin and
deploying IT automation. We encouragethe research
communityto focuseffort ondevelopingtoolsandmore
sophisticatedtechniquesfor performingsuchanalyses.
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